08:30-9:30

9:30-10:00

10:00-10:30

10:30-10:40

10:40-12:20

10:40-11:00

11:00-11:20
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ELECTRONIC COMMUNICATIONS
How secure are they?

Abnva, 1 Iovviov 2006
ApoeiBéatpo Yrovpysiov Metapopav & Emkotvoviav
Athens, June 1, 2006
Amphitheatre of Ministry of Transport & Communications

Ipocéhevon - Eyypagéc / Registration

"Evapén epyaciav tng Huepidag / Opening of the Conference

[poeodpeio:
Mragog I'edpyrog / Bafas Georgios
Homadémoviog lmavvng / Papadopoulos loannis
Homadémoviog Mapivog / Papadopoulos Marinos
Yaunpdkov Iodvve / Samprakou Ioanna
Xwavng Xpnotog / Sinanis Christos

1. Kijpuén évapéng tov epyacitdv s Huepidag / Opening of the Conference

Muyyoni Avamng, Yrovpyog Metapopav & Emkowvoviov / Michael Liapis, Minister of Transport
& Communications

2. Ipocoovioceis: / Opening addresses:

IMévvng Ahaévog, [pdedpog Teyvikov Empeintnpiov EALGOag / Yannis Alavanos, President
of Technical Chamber of Greece

Anpntprog Ma&wvog, [Ipdedpog Aknyoptkod Zuiddyov ABnvav / Dimitrios Paxinoes, President of
the Athens Bar Association

Xarpetiopoi and ekrpoc®dmovg loitikov Koppdrmv

Ewonynon Opyoavotwkiig Emitpomic / Organizing Committee Suggestion
potn Xovedpia / First Session

Yvvtoviotnc/Chair: Mapivog Iaradomoviog, Aitknyopog J.D., M.Sc. / Marinos Papadopoulos,
Attorney-at-Law, J.D., M.Sc.

1. PvOpotikéc mopepPacels Yo TNV 00QPAAEL0 TOV SIKTU®V 1NAEKTPOVIKAV ETIKOWVOVIOV /
Regulating interventions for the security of information and communication technologies’
networks

Nwodraog Kovrovprng, Avtimpdedpog EOvikng Emtponrg Tniemkowvoviov & Tayvdpoueimv / Nikolaos
Koulouris, Vice President of Hellenic Telecommunications & Post Commission

2. Evponaikég npotofovirisg oty acpdrera tAnpo@opiav kot Siktowv / European Union
initiatives on network information security



11:20-11:50

11:50-12:10

12:10-12:20

12:20-12:40

12:40-14:40

12:40-13:00

13:00-14:00

14:00-14:20

14:20-14:30

14:30-14:40

14:40-15:30

15:30-17:00

15:30-15:50

15:50-16:10

Avdpéag Mntpdxag, Nopkdc Zoupoviog Evponaikod Opyovicpov yuo thv Acedieio Aiktvov &
[TAnpopoprdv / Andreas Mitrakas, Legal Advisor to European Network & Information Security Agency
3. Kaxkopovro Aoyropko & ITinpogopikn: H EALGSa 6¢ kaBeoT®Og opnpiog / Malware &
Information Assets: Holding Greece at Ransom

Urs Gattiger, Kabnynmg oto [Mavemotiuo Opocnovdiek®dv Evomiov Avvapemv ['eppaviog,
CASEScontact.org, AtevBuvtiic EICAR / Urs Gattiger, Professor at University of the Federal Armed
Forces (Germany), CASEScontact.org, Director for European Association of IT-security Professionals
4. To anéppnto TV emkovoviav: H EAlnvui) epaepio / The confidentiality of communications:
Experience in Greece

Xpnotoc AovAnyépnc, Avaminpotig Kadnyntmg [avemomuiov Iepaide, Méroc g Olopéretog g
Apyng Atacpdiiong tov Anopprtov Tov Emkowvovidv / Christos Douligeris, Associate Professor at
University of Piraeus, Member of The Hellenic Authority for Information and Communication Security
& Privacy

5. Epotiocsig / Questions

Avddeppa - Kagéc / Coffee break
AgvTepn Xuvedpia / Second Session

2vvtoviotic/Chair: lmavva Zapmpdrkov, Mnyovikog Acoppotov Atktvwv, M.Sc. / loanna
Samprakou, Wireless Systems Engineer, M.Sc.

1. ATOpPNTO TOV ETKOLVOVIOV KUl TPOCTUGLN TPOSOTIKAV dedopévav / Security & Privacy of
communications and personal data protection

Aty M1tpov, Aumyopog, Enicovpn Kadnynirpia oto [Moveromuo Avyaiov / Lilian Mitrou,
Attorney-at-Law, Assistant Professor at Aegean University

2. Texvoroyia RFID: IIpoxinoeis kou Amweirés / RFID Networks: Challenges and Threats

[Keynote Speaker] Miyyond Mafnc, Avtimpoedpog EAAnvikod ®opéa [Tpdinyng TnAerikovoviaknig
Amdrng, [Ipoiotdpevog Ymodievbuvong Acpaieiog Zvomnudtov & [poinyng Atakivévvevong OTE
a.e. / Michael Mavis, Vice Chairman of Hellenic Fraud Forum, Head of Security & Fraud Control
Division of OTE s.a.

3. Mn emBopnt emkovovio ko eneepyacio: Tpémor avriperomions / Encountering unsolicited
communication and processing of data

Baoilelog Zopkadng, [Ipoiotauevog I'pappateioc Apyng [pootaciog Asdouévav I[Ipocmmucod
Xapaxtpo / Vassilios Zorkadis, Director of Secretariat of Hellenic Data Protection Authority

4. H Acpdhrera, 10 Ogopikéd Mroiowo & o porog Tov emotnpévev Texvoroyiav IIinpogopukic &
Emkowoviav / Security, the Regulation & the role of ICT Scientists

Eppavoonk Tapmovpdg, IIpdedpog IMaverinviov ZvAildyov Auwmlopotovyov Mnyovikov H/Y &
[MAnpopopikng / Emmanouil Yiabouras, President of Hellenic Association of Certified ICT Engineers

5. Epotmiosis / Questions

I'evpa / Lunch
Tpitn Xvovedpia / Third Session

Yvvtoviotng/Chair: Avépéag Mmpditng, Hiextpordyog Mnyovikdc, Empeintig ME [Tinpoeopikng &
Enwowoviov TEE / Andreas Moraitis, Electrical Engineer, Commissary MC of ICT of TCG

1. Eyxinpoatoroyki) g€étaon werotnpiov mov a@opodv og diKTvokéS emkowvovieg / Forensics of
evidence related to networking communications

IMévvng [doyog , Yrootuvouog, EEetaotig Wnoelakomv EvdsiEemv, AtevBuvon Eykinuoatoroyikdav
Epsovav, Tunua E&étaonc Wnewkaov Asdopévov, TAAA / Yannis Paschos, Police Lieutenant, Digital
Evidence Examiner, Digital Evidence Examination Unit of the Hellenic Police

2. Ac@aiera oyetika pe Ty texvoroyia VolP: Kivovvor kar Avoeig / Security for VolP technology:
Threats and Solutions

Hovaywotng Naotov, Eieyktig [TAnpogopikadv & Emkovoviokov Zvotnudtov g Apyng [lpootaciog
Agdopévav lpocomikod Xapaxtipa / Panagiotis Nastou, IT Auditor of Hellenic Data Protection
Authority



16:10-16:30

16:30-16:50

16:50-17:00

17:00-17:20

17:20-18:50

17:20-17:40

17:40-18:00

18:00-18:20

18:20-18:40

18:40-18:50

18:50-19:30

3. To wpopinpno tov emOicewv DDoS (Denial of Service) / The DDoS (Denial of Service) Attacks
Problem

I'empylog Kovtémag, Hiektpoddyog Mnyavikog, Tpdmela ITAnpopopidv TEE / Georgios Koutepas,
Electrical Engineer, TCG Data Bank,

I'eopylog Adapomovroc, Hiextpordyog Mryavikoe, Tparela [Tinpopopidv TEE / Georgios
Adamopoulos, Electrical Engineer, TCG Data Bank

4. To wpépinpo tov dialers kor Tpémor avripetdmicns Tov / The problem of dialers and ways to
confront it

Eppavounk Bapovong, Edwog Epguvnrng oe Bépata Acpareiog Xvomudtov & Hiektpoviko
Eyxiqpotoc./ Emmanouil Vavoussis, Special Investigator on Security & Electronic Crime issues

5. Epotioceils / Questions

Avdeppa - Kagéc / Coffee break
Téraptn Xvvedpia / Fourth Session

Yvvtoviotic/Chair: Eppavoonqd INapmrovpag, [1poedpoc [Taverinviov ZvAidyov AmTAopaTo) OV
Mnyovikeov HY & [TAnpogopikrig / Emmanouil Yiabouras, President of Hellenic Association of
Certified ICT Engineers

1. Aopdreroe XvotTnudtov — Ogomkn Oopdxion kor atopky] €vOvvn / Systems Security -
Regulatory safeguard and personal liability

Baoilelog Aonpaxomovrog, Ewdwog Ipappatéag yio v Kowawvia g ITAnpogopioc / Vassilios
Assimakopoulos, Special Secretary for Information Society

2. Ac@direra Hiektpovikov Emkowvoviov: Amoppi0puien 1 YaegppOOuion; / Electronic
Communications Security: Deregulation or Overregulation?

Kovetavtivog Xpiotodovrov, Aiknydpog, Aéktopag ato [Havemompuo AGnvav / Konstantinos
Christodoulou, Attorney-at-Law, Lecturer at University of Athens

3. H aoc@drera 610 EAANviKO akadnpaiké diktvo / Security in the Hellenic academic network
Moavaywwtng Toavakag, [Ipoedpoc EBvikod Awctdov Epevvag & Teyvoloyiag a.€. / Panagiotis Tsanakas,
President of Greek Research & Technology Network s.a.

4. O p6Xog TOV PNYAVIKOD TNAETIKOIVOVIOV OG ENAYYEANOTIO 6TV AGPALELD TOV VTOdon®V / The
role of professional telecommunications engineers in the security of infrastructures

T'empylog Apyvpdémoviog, [Ipdedpoc Opocmovdiag Tnlemkovmviokdv Mnyavikov Evporaikig
Kowoétmrag / Georgios Argyropoulos, President of the Federation of Telecommunications Engineers of
the European Community

5. Epotiocsig / Questions

ANEN gpyacrav g Hpepidog / Ending of the conference

[poeodpeio:

INoeprovpag Eppavoviia / Yiabouras Emmanouil
Konovn AreEavopa / Kaponi Alexandra
Mopditng Avopéag / Moraitis Andreas

Hétong Mok / Patsis Michail

Haviémovrog ABavaciog / Pavlopoulos Athanassios
Xwavng Xpiotog / Sinanis Christos

o Avouyti Zv{nmon - Epotmosic - [apeppdoeig / Open Discussion — Questions
o Yvumepdopata ond v Opyavetiky Emitpons / Organizing Committee Conclusions

o ANéN tov epyacidv / Ending procedures



OPI'ANQTIKH EHNITPOIIH (eAgapntika) / ORGANIZING COMMITTEE (in alphabetical order)

INoapmovpag Eppavovijh, MBA, Mnyavikog H'Y & ITAnpogopikng,, [Ipdedpog [Maverinviov Zvuiddyov
Amlopotodyov Mnyavikaov H'Y & ITAnpogopikric / Emmanouil Yiabouras, Computer & Informatics Eng.,
President of Hellenic Association of Certified ICT Engineers

Kar®dvn AreEavopa, Aunyopog/ Alexandra Kaponi, Attorney-at-Law L.LM.

Mnagag I'edpyrog, Hiektporoyoc Mnyavikoég, ME [Tinpopopucig & Enucowvoviov TEE / Georgios Bafas,
Computer & Informatics Eng., MC of ICT of TCG

Mopditng Avopéag, Hiektpordyog Mnyavikog, Empeintic ME ITAnpogopiknic & Enucowvovidov TEE / Andreas
Moraitis, Electrical Engineer, Commissary MC of ICT of TCG

Hoaradémoviog Imavvng, Mélog Alowkovcag Emitponrig TEE / loannis Papadopoulos, Member of the TCG
Executive Board

Moradémovriog Mapivog, Aiknyodpog, J.D., M.Sc., / Marinos Papadopoulos, Attorney-at-Law, J.D., M.Sc.

éarong Myani, Aiknyopog / Michael Patsis, Attorney-at-Law

Hoavioémovrog ABavaoiog, Aknyopog, Zoppoviog AXA / Athanassios Pavlopoulos, Attorney-at-Law, Counselor to
ABA

Yapzmpdaxov loavva, Mnyovikoc H'Y & [Tinpopopikng, Erpeintpio Emiotnpovikig Enttponig Ewdikotntog
Hhextpovikav TEE / loanna Samprakou, Computer & Informatics Eng., Commissary of EESC of TCG

Yavavng Xpioetog, Mnyavordyog Mny/kog, Mérog Atowovoag Emtponrg TEE / Christos Sinanis, Mechanical Eng.,
Member of the TCG Executive Board

Me v vrootpi&n tov
With the support of

Yrovpyeiov Metagpopmdv
& Emwcowvoviav
Ministry of Transport &
Communications

IIAnpogopicg & Anrdoeig Xoppetoyns/ Information & Participation
URL: http://www.ictsecurity2006.gr
Tunuo Emotpovikov & Avartvélokod Epyov TEE
TnAiépwvo: 210 329 1335




